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NHCTPYKIUA
110 NAPOJILHOM 3ammTe HHPOPMALUH B
MyHHIHMIATBHOM 0I01KETHOM 00111e00Pa30BATEIbHOM YUPEeKICHUH KAKMMOBCKAs
cpeaHsis 001eoOpa3oBarebHas mkoJaa» Huxneropekoro paiiona Pecnyoauku Kpbim

1. TepmuHbI 1 onIpeeIeHUS

1.1. Aemomamuzuposannoe paboyee mecmo — TPOTPAMMHO-TEXHUYECKUN KOMILJIEKC,
MpeAHa3HAYEHHBIN I aBTOMAaTHU3aIUU IEITeIbHOCTH ONPEICIICHHOTO BUA.
1.2. Hupopmayuonnas  cucmema  NepCOHANbHLIX ~ OAHHLIX ~ —  COBOKYIMHOCTH

cojepkauuxcsi B 0a3ax JaHHBIX NEPCOHAJBHBIX MAHHBIX W OOECIEYMBAIOIUX HX 00pabOTKY
MH(POPMALMOHHBIX TEXHOJIOTHI U TEXHUYECKUX CPEJICTB.

1.3. Obpabomka nepcoHanbHblX OaHHLIX — JH000e jAedcTBUE (omepainus) WIA
COBOKYITHOCTh  JeWicTBuid  (omepamuii), COBEpLIAEMBIX C  HCIIOJIb30BAHUEM  CPEICTB
aBTOMATH3allMK WM 0€3 UCTOJIb30BAHUS TAaKUX CPEACTB C NEPCOHATIBHBIMH JAHHBIMHU, BKIIIOYAS
cOop, 3ammch, CUCTEMATHU3AINIO0, HAKOTUICHHEe, XpaHeHHE, YTouHeHHe (OOHOBIICHHE, H3MEHEHHUE),
U3BJICYCHUE, WCIIOJB30BaHUE, TMiepeaady (pacrmpocTpaHEHHe, NpEeIoCTaBlICHHEe, JOCTYI),
o0e3nrunBaHue, OJOKUPOBAHUE, yIATICHHE, YHUUTOKEHUE TEPCOHANBHBIX JaHHBIX.

1.4. Konghuoenyuanonocmo ungopmayuu — 00sS3aTENbHOE TSI BBIIOJHEHUS JUIIOM,
MOJIyYMBIIUM JIOCTYI K OIpejaeneHHON wHHpopMmanuu, TpeOOBaHHWE HE MeEpeaaBaTh TaKYIo
nH(OPMALIMIO TPETHUM JIHIIaM 0e3 coriacus ee 00aaTens.

15. Ilepconanvuvie Oannvle — moOasi WHPOpPMAIMS, OTHOCSIIASACA K TPSIMO WU
KOCBEHHO OIpEACICHHOMY HJIH olpenensieMomy (uszndeckoMy uiy (CyObEKTy MepCOHATBHBIX
JTAQHHBIX).

1.6. Ilonvzoeamenv UHGOPMAYUOHHOU CUCTEMbI NEPCOHANbHLIX OAHHBLIX — PAOOTHHK,
OCYLIECTBIAIOMMUNA  00pabOTKY MEpCOHANBHBIX JaHHBIX B HMH(DOPMAIIMOHHON cHCTEMe
MIEPCOHANBHBIX JAHHBIX.

1.7. Cpeocmeo sawyumvl ungopmayuu — TPOTPaMMHOE OOECIeUeHUE, MPOTPaMMHO-
ammapatHoe — o0ecrieyeHHe,  amnmapatHoe — oOeclieueHHe,  BEIIeCTBO WM MaTepual,
NpeaHa3sHAuYCHHOE UITH UCTIOIb3yeMOe JUIS 3allIUThl HH(POpPMAaIUH.

2. O01ue noa0KeHus!

2.1. Hacrosimas MHCTpyKIMs 1O MapoJibHOW 3amiure MHPOPMALUU B MYHHMLIUIIATHHOM
O10/DKETHOM o01eo0pa3oBaTeIbHOM YUpEeXKICHUH «AKUMOBCKas CpemHss
oOmeoOpa3oBarenpHas 1mkojia» HwmwkHeropckoro paiiona PecnyOnmuku Kpeiv(namee —
WHcTpyKuus) ycTaHaBIMBaeT TPeOOBaHUS M OTBETCTBEHHOCTh NPU OpPraHU3alUdU MapOJbHOM
3alIUThl HH(OPMALIMH, a TAKXKE ONPEICIACT MOPSAAOK KOHTPOJIS 33 ASUCTBUAMHU OJIb30BaTENEH
U OOCIY)KMBAIOIIETO MEpCcoHana MH(GOPMAIMOHHBIX CHCTEM IMEPCOHANBHBIX IaHHBIX (manee —
WCI1/Ix) npu paboTe ¢ mapossiMu.

2.2. TpeboBanus Hacrosimeld MHCTpyKIMH SBISIOTCS 00S3aTeNbHBIMU JJISI UCTIONTHCHUS
BCeMH Toib3oBarenssMu W aamuHuctpatopamu MWCII[H MyHUIMIATBHOTO OIOMKETHOTO
00111600pa30BaTEILHOTO YUPEKICHUS «AKUMOBCKas CpeiHsis oOlieoOpa3oBaTesbHas IIKOJa»
Hwwxnaeropckoro paiiona Pecriyonuku Kpeim(nanee — YupexaeHue), UCTIONB3YIONIMMHU B CBOCH
paboTe cpeacTBa BEIYUCIUTEIHLHON TEXHUKH.

2.3. Bce nosip3oBarenu u aamunucrparopsl UCII[H VYupexaeHus, UCHOIb3yHOIIKE B
cBOel paboTe CpeACTBa BBIYMCIMTEIBHON TEXHHKH, JOJDKHBI OBITh O3HAKOMIIGHBI C
TpeboBaHUAMU HACTOAIICH MHCTPYKIIMH 1O TOAMHUCH.



2.4. Hacrossmas WHcTpykuust sBisieTcss AONOJHEHUEM K JIEWCTBYIOIIMM JIOKAJIbHBIM
HOPMAaTHBHBIM aKTaM (BHYTPEHHUM JOKyMEHTaM) IO BOIIPOCaM OOecredeHus 0e30MacHOCTH
CBEJCHUI KOH(QUICHIIMAIFHOTO XapakTepa, B TOM YHWCIE M MEPCOHAIBHBIX JaHHBIX (nanee —
[1/1H), ¥ HE UCKITIOYAET 00I3aTEILHOTO BBHIITOJHEHUS UX TPEOOBAHMIA.

3. TpeboBaHusi, mpeabsiBaAsieMble K WAeHTH(UKaTOpaM (K0JaM) W MapoJsiM (MOPSIAOK
¢opmMupoBaHus H 00paIIEeHHs] C HUMH)

3.1 Apropuzaiuss  nons3oBarenedt  MCII[lH  ocymecTBiseTrcss myreM  BBOJAA
UACHTU(PUKATOPA WU/UIIN TTAPOJISL.

3.2. TpeboBanus kK GOpMUPOBAHUIO MAPOJIEH U 0OpAIEHUIO C HUMH.

3.2.1. [Tapons  QopMupyercs mHpH CO3JaHUM YYETHOM 3amUCH  OTBETCTBEHHBIM

obecnieuenne 6e3onacHoctu [1/{n B UCII/In unu agmunuctparopom VCIIH, npu nepBUYHOM
BXOJI€ B YYETHYIO 3alHCh NApOJIb JOJDKEH OBITh U3MEHEH BIIAJICIIBIIEM.

3.2.2. Brnanenbiibl TMUHBIX Maposel 00s3aHbl 00ECIeYUTh UX TalHY.

3.2.3. [Taposiu reHepupyroTCs ¢ y4eTOM CIeAYIOIUX TpeOOBaHUI:
- MapoJib JOJDKEH 3HATh TOJIBKO €ro BiaJelell;
— JUTMHA TIApOJIsl IOJIKHA OBITh HE MEHee 8 CUMBOJIOB;
- B TapoJie 0053aTeNIbHO JIOJDKHBI IPUCYTCTBOBATh Kak IUQPHI, Tak U OyKBBI Ha
BEPXHEM U HIDKHEM PEeTUCTpax;
- napojib HE JOJDKEH BKJIIOYATh CMBICJIOBYIO Harpy3ky (uMeHa, QaMuimy,
HaMMEHOBAHMs OpraHHM3allvid, YIUI, TOPOJOB W T.nI.), oOmenpuHsTeie cokpamienus (userOl,
password02 w T..) W mOCIeNOBaTeNbHBIC COYeTaHUs KiaBuil kiaBuatypel (qwertyOl,
Nnykenl?);
— MaKCHUMaJIbHBIN CPOK JeiicTBUs napois coctaBisieT 120 nuHeit;
— MUHUMAJbHBINA CPOK ACHCTBHSI AP0 COCTABISET 2 THS;
- KOJIMYECTBO HEYJAYHbIX IMOMBITOK BXOJAa B CHUCTEMY, NPUBOAAIICE K
OJIOKMPOBKE YUETHOM 3aIMCH TIOJIB30BATENS JOJDKHO OBITH He Ooiee 6.

3.2.4. TpeboBanust k (HOpMUPOBAHHMIO TApoOJe O00eCIeYnBaIOTCd TEXHUYECKUMU
BO3MOKHOCTSIMH HCIOJIB3yEMBIX OIEPAIlMOHHBIX CHUCTEM, CPEICTB 3allUThl MH(OpMAIMU U
MH(POPMALIMOHHBIX PECYPCOB.

3.2.5. [TomHasgs mnaHoBass CMeEHa IMAPOJIEH IOJB30BATENEN JIOJDKHA IMPOBOJUTHCS
perysipHO, HE peXe OJHOrO pa3a B Moiroia. BHeraHoBas cMeHa Mapoiisi MPOU3BOIUTCS B
cllydae ero KOMIIpOMETAaIliH, a TaKxke 1o nmpocbbe nomp3oatens UCI/IH.

3.2.6. Xpanenue mnons3oBatensiMu WCII/IH 3HaueHwmii cBoux mapoiieii Ha OyMaskKHOM
Hocurene 3AITPEILIEHO.
3.2.7. [Tonp30oBaTenh HE HMMEET MpaBa COOOIIUTH JIMYHBIM Mapoiab APYIMM JIMLAM

(pa3pemaercsi TOJIBKO C COTJIACOBAHUS OTBETCTBEHHOIO 3a olecreyeHue Oe30MacHOCTH WIIH
aamuauctparopa VCII[IH npu HanuyuM TEXHOJIOTUYECKOH HEOOXOJMMOCTH HCIOJIb30BAHHS
UMEH W Tmapoyiel pabOTHUKOB B HMX OTCYTCTBHE B Cllydyae BO3HHUKHOBEHHS HEIITATOHBIX
cutyauuit, popc-MaxkOpHBIX 00CTOATENBCTB | T.11. 110 BO3pameHnio pabOTHUKU 00s3aHBI cpa3y
K€ CMCHUTb CBOM IapOJIM Ha HOBBIC 3HAYECHUS COTJIACHO JaHHOW MHCTpyKIuH).

3.3. [Topsimok cMeHbI maposei ¥ uIeHTU(PHUKATOPOB MPU U3MEHEHHUAX B OpPraHU3allMOHHO-
IITATHOM CTPYKTYpe (KaapoBble MEepecTaHOBKH, YBOJbHEHHE PAOOTHUKOB):
3.3.1. [Tpu mpexpalieHnu AeUCTBUS TPYIOBOTO AOTOBOpa ¢ pabOTHUKOM BCE CO3JJaHHBIE

IUISL 3TOTO PaOOTHHKA y4eTHbBIC 3amucH (M0JIh30BATEIBCKOE MMS) MOJUICKAT OJOKUPOBAHUIO HE
Mo3/IHee, YeM B JICHb YBOJIbHEHHs paboTHuka. [lomHOoe ynaneHue y4YeTHBIX 3amuceit
MIPOU3BOJIUTCS B TEUCHUU S pabouux AHEH co JHA YBOJIbHEHHUS paboTHUKA. OCHOBaHUEM IS
OJIOKMPOBAHUS M TOCIEAYIOIIEro yJaJleHHsl YYETHBIX 3amuceil paOOTHHKa sBIsETCS 3asBKa,
IpeCTaBJICHHAsT HEMOCPEICTBEHHBIM PYKOBOJHUTEIEM YBOJBHSIEMOrO0 HE TO3JHee, 4eM 3a 3
pabouux AHA 0 JHS €r0 YBOJIbHEHHUS.

3.3.2. [lpy mpoBeneHWH  OPraHU3aLMOHHO-LITATHBIX  MEpPONpPHATHH  (KaapoBbIe
NEPECTAaHOBKM) HENOCPEACTBCHHBIA PYKOBOJIHUTENL CTPYKTYPHOTO MOJpAa3JeicHUs] 00si3aH
npencraButh aaMuauctparopy MCII/IH 3asBKy Ha H3MEHEHHE B IIpaBax AOCTYIIA.



3.4. [Topsinok AelcTBUI IPH KOMIPOMETAIMH UACHTHU(PHUKATOPOB U MapoJIeH.

3.4.1. [Ton kommpomeTanuell MOHUMAETCS: yTpaTa Mapojs y4eTHOH 3amuch U (Wiiu)
napoJis UACHTH(PHUKATOpa, pa3riallieHHe YYeTHOW 3allMCH Maposis WM Maposis UASHTHPHUKATOpa
(ABHAsT KOMIIPOMETAIIHS), WIIM WHAsI CUTYalusi, KOTOpasi JaeT OCHOBAHUE JIISI TIPEIIOI0KEHHS O
HapyIICHUH KOH(PHUICHIIMAIHHOCTH MApoJiei U HACHTH(PUKATOPOB (HESIBHAS KOMIIPOMETALHS).

3.4.2. [Ipu BoIgBACHMM (akTa yTpaThl MapoJjs, pasrjalieHduss Napois, Mapoist
UACHTU(UKATOPA, CAMOTO MAECHTH(PHUKATOPA MOJIb30BaTeNb 00s3aH HE3aMeUIUTENIbHO COOOIIUTh
0 JaHHbIX (pakTaXx CBOEMY HEMOCPEACTBEHHOMY PYKOBOJHUTEIIO M OTBETCTBEHHOMY 3a
obecnieuenne 6e3onacuoctu [11n B UCIT/IH mnu agmuauctpatopy MCII/IH.

3.4.3. B cnyudae BbIsiBIeHHS (hakTa KOMIIPOMETALMU HICHTU(UKATOPOB U Tapoje
noJsip3oBarens agmuauctpatop MCIIJIH unu oTBeTCTBEHHBIM 3a obOecrieueHre Oe30MacHOCTH
[Tz 8 UCIIAH 06s13aH HEMeUIEHHO 3a0J0KHPOBATh YYETHYIO 3alUCh JAHHOTO IMOJIB30BATENs U
HE3aMeUTUTEIbHO MPOU3BECTH BHEIJIAHOBYIO CMEHY MapOJIsl ISl TOTO MOJIb30BATEIS.

4. IlpaBa u 0013aHHOCTH

4.1. OcnoBuble 3agaun aamuarcTparopa MCIT/Ix:
- OpTaHu3aIUs YCTAHOBKHU CPE/ICTB UIACHTH(PUKALUY U ayTeHTU(PUKALIUY,
— opranu3zaius napoabHoit 3amuTsl Bo Becex MCIT/IH;
- BbIJIa4ya MEPBUYHBIX MAPOJICH, U NEKTPOHHBIX MEPCOHAIBHBIX UACHTU()UKATOPOB U
[apoJed K HUM,;
- OCYILIECTBJICHHE KOHTPOJIA 32 COCTOSHHUEM CHCTEMbl TapoJIbHOM  3aIluThI
nHpopmanuu B UCIT/H.

4.2. Anmunuctpatop UCII/IH nmeer mpaso:
- BHOCHUTBH TPEIUIOKEHHUSI IO COBEPIICHCTBOBAHUIO CHUCTEMbI MAPOJILHOM 3aIlUTHI
unpopmanuu B UCI1/1H,;
- NPUHUMATh y4yacTHE B IUIAHUPOBAHWM MEPOIPHUIATUH IO MapoJIbHOM 3aluTe
unpopmanuu B HWCIIJIH ¥ mIIaHUPOBAHWMU OCHANICHUS CPEACTBAMH HICHTU(PUKAIUKA U
ayTeHTU(UKAINY,
- OCYIIECTBIISITH KOHTPOJIb COCTOSIHUS CPEICTB UACHTU(DUKAIIMH U ayTeHTU(DUKAIIIH B
NCIIH;

- MHUIMUPOBATH CIIY>KEOHbIE MPOBEPKH M YIaCTBOBATH B MPOBEACHUHU PACCIIEIOBAHUI

o gakTamM KOMIPOMETAIINH,

- OKa3bpIBaTh MOMOIIb B pEUICHUHM NpoOJeM, BO3ZHUKAIOMIUX IPU IKCILTyaTalluu

CPEICTB UACHTU(DUKAIINY U ayTeHTU(UKAIUH.

4.3. OO0s13aHHOCTH B YaCTH MApOJIbHOW 3aIUTHl MHPOPMALUU OTPAKEHBI B UHCTPYKIIUU
apmunucrparopa UCITIH.

4.4, [MTonszoBarensim UCII/IH B cBOel paboTe 3amperniaercs:
- cooOmarb KOMY-TMOO CBOM JIMYHBIA Maposib W/WIK Tapoiib K DICKTPOHHOMY
NEPCOHATBHOMY HJIEHTH(PHUKATODPY;
- nepeaBaTh KOMY-I1M00 BBIAHHBIN AJIEKTPOHHBIHN EPCOHATBHBIN HACHTU(DUKATOP;
- OCyLIECTBIATh BX0J B omepaunoHHele cucrembl VCII/lH u B uMHpOpMAaLMOHHBIE
pecypcehl O Uy)KUMH UACHTH(PUKATOpAMH U TTAPOIISIMH;
- OTKJIIOYATh CPEJCTBA UACHTU(PHUKAIIMU U ayTEHTU(PUKALINH.

4.5. B ciyuae mosiBneHus mogo3peHuid Ha ()akT KOMIPOMETAlMH Hapoiisi, a TaKkKe B
cllydae BBISIBJICHUS HMHIUACHTOB ((pakTOB M T.I.), CBSA3aHHBIX CO COOSIMH B paboOTe CpPEICTB
UACHTU(DUKAIMY U ayTeHTU(UKAINH, TOJIH30BATENN 00513aHbl HEMEAJICHHO TPOMH(POPMUPOBATH

00 3TOM OTBeTCTBEHHOTO 32 oOecneuenue OezomacHoctu [1/1n B UCII/IH uinm agMuHHCTpaTOpa
NCTI/H.

5. OTBETCTBEHHOCTH A0/IKHOCTHBIX JIMI] B PAMKAX CHCTEMbI
NapoJIbHOM 3alMTHI HH(POPMALUU



5.1. ITonp30BaTenn, OTBETCTBEHHBIN 3a oOecneueHue Oe3omacHoctu [1JIH B MCII/IH m
agmunuctparop HWCII[lH HecyT OTBETCTBEHHOCTh 3a HEHAJUIekKaIee HCIOJIHCHHE WIH
HEHCIIOJIHEHUE CBOMX 0053aHHOCTEH, MPeayCMOTPEHHBIX HacTosmel MHCcTpykIuei, B peenax,
OTIpeIeNIEHHBIX JIeHCTBYIOINM 3aKOHOAaTeabcTBOM Poccuiickoit @eneparuu. 3a HecoOtoeHne
TpeboBaHMi 3akoHomaTenbcTBa Poccuiickoit dDenepanuu  MpeaycCMOTpPEHa TpakAaHCKas,
YTOJIOBHAsA, aIMUHUCTPATUBHAS, JUCLUIUIMHAPHAS OTBETCTBEHHOCTb.

5.2. [Tonp30BaTenn, OTBETCTBEHHBIN 3a oOecneueHue Oe3omacHoct [1JIH B MCII/IH m
anmunucrparop HCII[IH HecyT OTBETCTBEHHOCTb II0 JACHUCTBYIOIIEMY 3aKOHOAATEIbCTBY
Poccuiickoit @eneparuu 3a pasriamieHue CBeACHUH KOH(OUACHIMAIBHOTO XapaKTepa, CTaBIINX
M3BECTHBIMHU TP BBIMOJIHEHUH CIIY)KEOHBIX OO0sI3aHHOCTEW, B TOM YHCJE MPETyCMOTPEHHBIX
Hacrosuen Mucrpykuuei.

6. Cpok aeiicTBUS U IOPAJOK BHECEHUs M3MEHEHU i

6.1. Hacrosmas MHCTpyKIKs BCTynaeT B CUIIy ¢ MOMEHTA €€ YTBEP)KACHUS U JCUCTBYET
0eccpodHo.

6.2. Hacrosmas MHCTpyKIUS OMAJIEKUT IEPECMOTPY HE peXkKe OHOTO pa3a B TPHU roja.

6.3. W3meHeHns M JONOJIHEHUs B HACTOSIY0 VHCTpYKLIMIO BHOCSATCA IPUKA30M

JUPEKTOPA YUPEKICHHUS.

C uncmpyryueti 03HaKomieH(a)




